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PENSION FUND REGULATORY AND DEVELOPMENT AUTHORITY
(FRAMEWORK FOR PREVENTION AND REPORTING OF FRAUD UNDER NPS
ARCHITECTURE) GUIDELINES, 2023

CHAPTER- I- SHORT TITLE, COMMENCEMENT, OBJECTIVE AND
APPLICABILITY

1. Short title and commencement.

1.1. These guidelines may be called the Pension Fund Regulatory and Development
Authority (Framework for Prevention and Reporting of Fraud Under NPS
Architecture) Guidelines, 2023.

1.2. The guidelines are issued under section 14 of the Pension Fund Regulatory and
Development Authority Act 2013 (“PFRDA Act 20137). ;

1.3. These guidelines shall come into effect on the day, they are placed on the official
website of the Pension Fund Regulatory and Development Authority (“PFRDA”
or “ Authority”).

1.4. These guidelines are to be construed and acted upon, together with any other
guidelines on fraud prevention, as may be applicable in the organization or
which it is obliged to follow.

2. Objective:

The objective of the " Framework for Prevention and Reporting of Fraud Under NPS
Architecture Guidelines" is to suggest a set of guidelines and measures for the
prevention and reporting of fraud to the Board of the entity, Law enforcement
Agencies, and Authority. These guidelines are not exhaustive on the subject and
every care should be taken by entities under NPS architecture to evolve best
practices to detect, prevent, and contain fraud. The framework inferalia aims to
achieve the following objectives:

2.1. Fraud Prevention: Evolve mechanisms to clearly Identify fraud and implement
swift and effective mechanisms to mitigate the risk of fraud within the entity.
This involves internally promoting a strong culture of fraud prevention,
implementing robust controls, and raising awareness among all stakeholders.

2.2. Timely Detection: Enhance monitoring, data analytics, and reporting
mechanisms to facilitate the early detection of fraudulent activities within the
entity.

2.3. Subscriber Protection: Safeguard the interests of subscribers and beneficiaries
by ensuring that intermediaries within the NPS Architecture adhere to high
ethical standards and diligently protect interest of subscriber. This objective
aims to enhance subscriber confidence and maintain the integrity.

2.4. Regulatory Compliance: Promote compliance with provisions of the PFRDA Act
2013, rules, regulations, guidelines issued by Authority on time to time. The
objective is to ensure that all entities operating within the system fulfil their
obligations and responsibilities in effectively combating fraud.
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2.5. Continuous Improvement: Foster a culture of continuous improvement by
regularly reviewing and updating the framework in response to evolving fraud
risks, technological advancements, and emerging industry practices.

3. Applicability

These guidelines shall apply to all intermediaries registered with the Authority or any
entity associated with such intermediaries in relation to any activity under NPS, besides
other entities empanelled with the Authority (hereinafter referred to as “the entities
/ entities/entities under NPS architecture”). These guidelines shall be applicable in
respect of all the schemes regulated and administered by PFRDA.

CHAPTER-II-DEFINITION AND CLASSIFICATION

4. Definition of Fraud

4.1. “Fraud” shall include any act of commission or omission or distortion or any
concealment of facts or suppression of information or practising deception or
any acts of undue influence, misrepresentation with a view to cause any unjust
richment or gain to any person (whether monetary or otherwise) or any
wrongful loss or any detriment suffered by another, without there being any
necessity to prove any such gain or loss. Some of the instances of fraud shall
include whether in a deceitful manner —

° Making of any statement or furnishing any document which he knows or has
reason to believe to be false or incorrect in any material particular

° omitting to state any material fact knowing it to be material. :

o wilfully altering, suppressing or destroying any document which is required
to be furnished

° any misrepresentation of the truth or concealment of material facts so as to
induce the other person to act to his detriment;

° a promise or allurement made by a person without any intention of
performing it;

° any representations or warranties made, without due care and caution based
on which another person acts or is likely to act or omits to act or is prevented
from acting based on informed consent;

° any acts of omission or commission classifiable as fraud under any other law
in force, whether having civil or criminal ramifications or both. ;

e Failure to segregate moneys of the client or use the client for self of for any
other client

4.2. There shall be no requirement of proving any financial or non-financial harm or
loss having been caused to any person, under these guidelines, on account of
any fraudulent activity.
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5. Classification of Fraud

A list of acts/conduct which may be classifiable as fraud is listed below which is not
exhaustive but only illustrative:; -

Breach of trust

Fraudulent encashment through forged instruments, manipulation of books
of account or through fictitious accounts.

Cheating and forgery.

Embezzlement or Misappropriation of funds, securities, supplies, or other
assets

Forgery or alteration of any document, record, or account or any destruction
of documents

Forgery or alteration of a cheque, bank draft, account, or any other financial
instrument

Incorrect financial reporting with a view to deceive
Mis-utilization of office funds for personal purposes

Unauthorised destruction, removal, or inappropriate use of records,
furniture, fixtures, and equipment;

Making false written or oral statements or representations with respect to
organisation activities '

Impropriety in the handling or reporting of money or financial transactions
Profiteering as a result of insider knowledge of the organisation’s activities
Disclosing confidential and proprietary information to unauthorised parties
Bribery or kickbacks

Wilful suppression of facts/deception in matters of appointment;
placements; submission of reports

Omitting to give true and correct information of a material nature

Any other type of fraud not coming under the specific heads as above

CHAPTER-III-GENERAL DIRECTION

6. General Direction

6.1. The Managing Director/Chief Executive Officer (MD/ CEOs) of intermediaries
shall have the obligation to lay down a policy to deal with fraud and its
prevention and reporting in accordance with these guidelines -

6.1.1. To provide focus on the prevention and reporting of fraud to the Board of

the entity, Law enforcement Agencies, and Authority.
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6.1.2. To frame an Anti-Fraud Policy for fraud risk management and
investigation.

6.1.3. To clearly demarcate the functions, roles and responsibilities of each
employee.

6.2. Also, in order to adequately protect itself from the financial and reputational

risks posed by frauds, the entities under NPS architecture shall have in place an
appropriate framework to detect, monitor, and mitigate the occurrence of such
frauds within their organization. The said framework shall, infer-alia include
measures to protect the entity from the threats posed by the following broad
categories of fraud:

6.2.1. Subscribers Fraud and Claimant Fraud- Fraud by the subscriber at the
time of joining NPS Architecture, contribution to the scheme, including
fraud at the time of exit, premature withdrawal, and partial withdrawal,
including the frauds by the claimant in case of death claim settlement.

6.2.2. Intermediary/ Entity fraud - Fraud perpetuated by an intermediary /
Agent/ Business Correspondent under the NPS System/ or by subscriber/
potential subscriber.

6.2.3. Internal Fraud — Fraud/misappropriation against the intermediary/ by
its Director, Key Personnel and /or, any other officer or staff member.

6.24. Digital fraud - spam, scams, spyware, identity theft, password theft,
phishing, or internet banking fraud.

CHAPTER-IV- OBLIGATIONS OF THE ENTITIES UNDER NPS ARCHITECTURE

AND ESTABLISHMENT OF AN ANTI-FRAUD POLICY

7. Obligations of the entities under NPS architecture:

7.1.

7.2.

7.3.

Compliance with the regulatory norms: The entities under NPS architecture
shall comply with all applicable laws, and provisions of the PFRDA Act 2013,
including rules, regulations, and guidelines issued thereunder, at all times.
Further, these guidelines shall also be part of regulatory compliance and its
reporting by the entities under NPS architecture.

Risk Assessment: The entities under NPS architecture are required to conduct
periodic regular risk assessments to identify potential areas of vulnerability to
financial fraud. These assessments should evaluate internal control systems,
operational processes, customer due diligence, and transaction monitoring
capabilities.

Internal Procedures: The entities under NPS architecture must establish and
maintain internal procedures to prevent financial fraud. These should include
but are not limited to:
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7.3.1. Fraud Prevention Measures: Implementing controls, checks, and balances

to mitigate fraud risks across all business functions and operations related
to NPS.

7.3.2. Know Your Customer (KYC) and Subscriber Due Diligence (SDD):
Conduct thorough customer due diligence, verify customer identities, and
implement ongoing monitoring measures to detect and prevent fraudulent
activities.

7.3.3. Reporting Suspicious Activities: Establish mechanisms for employees to
report suspicious activities internally.

7.3.4. Training and Awareness: Regular training programs to enhance
employees’ awareness about financial fraud risks, prevention measures,
and reporting obligations to foster a culture of integrity and ethical behavior
within the organization.

7.3.5. Whistle-blower Protection: Implement a whistle-blower protection

framework that encourages employees to report potential financial fraud
without fear of retaliation.

7.3.6. Incident Response and Investigation: Develop protocols for handling and
investigating suspected financial fraud incidents promptly and thoroughly.

7.3.7. Surveillance and Monitoring: Implement surveillance and monitoring

systems to identify unusual patterns, suspicious transactions, or red flags
indicative of financial fraud.

7.3.8. Policy for Identification: To have a policy for identification of sensitive
functions and rotate officials performing such functions.

7.3.9. Reporting: Timely reporting mechanism (both in-house and to external
agencies) upon detection of fraud and for taking immediate measures to
mitigate harm/loss caused.

7.3.10. Periodic Review: Review of fraud detection and prevention mechanism
periodically and report to the Board of the organisation about the same.

8. Establishment of an Anti-Fraud Policy

8.1. The entities under NPS architecture, subject to Board approval to establish an
Anti-Fraud Policy for fraud risk management and investigation. This policy
should adhere to governance standards and accountability, and consider the
organization's structure, services, and technology. A comprehensive approach
is to be adopted to identify, measure, control, and monitor fraud risk, with
tailored risk management policies and procedures across the organization.

8.2. Key components of the Anti-Fraud Policy shall be as under
8.2.1. Policy Statement:

° Clearly define the organization's commitment to preventing, detecting,
and combating fraud.

° Outline the purpose and objectives of the anti-fraud policy.
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8.2.2.

8.2.3.

8.2.4.

8.2.5.

Emphasize the organization's zero-tolerance approach towards fraud.

. Risk Assessment:

Identify and assess potential fraud risks specific to organization’s area of
activities/ functions.

Evaluate internal and external factors that may contribute to fraud, such
as operational processes, system - hardware and software, people,
procedure, customer interactions, and regulatory compliance.

Detection Mechanisms:

Implement robust monitoring and detection systems to identify
suspicious activities and anomalies in transactions, account behavior, or
customer interactions.

Conduct periodic audits and reviews to assess the effectiveness of controls
and identify potential vulnerabilities.

Establish clear escalation procedures for reporting and investigating
suspected fraud cases.

Prevention Measures:

Establish internal controls and procedures to deter fraud, including
segregation of duties, access controls, and authorization protocols.

Provision for regular employee training programs to raise awareness of
fraud risks and provide guidance on fraud prevention techniques.

Promote a strong ethical culture within the organization to discourage
fraudulent behavior.

Encourage anonymous reporting channels for employees to report
suspected fraudulent activities.

To take immediate measures to stop the cascading impact of fraud to
contain further monitory loss, once it is detected.
Co-ordination with Law Enforcement Agencies:

Lay down procedures to coordinate with law enforcement agencies for
reporting frauds on a timely and expeditious basis and

follow-up processes thereon.
Reporting and Communication:

Establish a reporting framework to document and communicate fraud
incidents internally and, if required, externally.

Develop protocols for timely reporting of suspected fraud to
management, stakeholders, and regulatory authorities, as mandated by
applicable laws and regulations.
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° Maintain confidentiality and privacy of sensitive information throughout
the reporting and communication process.

8.2.7. Recovery and indemnification:

e To establish provisions to recover the monetary loss caused on account of
fraud and provision for indemnifying the affected parties.

° To establish provisions in public interest to ensure that the suitable
action is taken against the guilty persons, apart from recovery of the
amount involved. '

8.2.8. Review and Continuous Improvement:

° Regularly review and update the anti-fraud policy to align with changing
fraud risks, industry best practices, and regulatory requirements,

e Conduct periodic assessments of the policy's effectiveness and make
necessary improvements based on lessons learned from fraud incidents,

e The Board shall review the Anti-Fraud Policy on at least an annual basis
and at such other intervals as it may be considered necessary.

CHAPTER-V- REPORTING PROCESS

9. Reporting Process of Financial Fraud to Law Enforcement Agencies

To effectively report financial fraud to law enforcement agencies, the following steps
may be followed:

9.1.

9.2.

9.3.

94.

Recognizing and Documenting Fraud: The first step in reporting financial
fraud is to recognize the signs of fraudulent activity. This may include
unauthorized transactions, identity theft, money laundering, or other
fraudulent practices. Once you suspect financial fraud, it is crucial to document
all relevant details, including dates, times, amounts involved, and any
supporting evidence such as bank statements, emails, or communication
records.

Internal Reporting: Individuals who become aware of financial fraud should
report it to the designated authority within their organization, as per anti-fraud
policy.

Reporting to Authority: The fraud detection may immediately be reported to
Survellance and Investigation Department of the Authority followed by detailed
reports as prescribed under Fraud Monitoring Reports-1 (FMR-1) to it also.
Contacting the Law and Enforcement Agencies/ Local Police Station: To report
financial fraud by the entity as per the prescribed parameters of an anti-fraud
policy of organisation to enforcement agencies/ local police stations and provide
them with a clear and comprehensive account of the fraudulent activities,
including all the documented evidence to help them better understand the
nature of the fraud and initiate an investigation.
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9.5. Seeking Legal Advice: It may be prudent to seek legal advice for guidance for
the legal process to protect the rights, and advise on how to navigate the
complexities of the case. This may also help in proceedings.

CHAPTER-VI -FRAUD MONITORING REPORTS
10. Fraud Monitoring Reports (“FMR") to Authority

10.1. The Managing Director/Chief Executive Officer (MD/CEOs) of
intermediaries shall have the obligation to submit all the returns referred to in
this document.

10.2. The fraud monitoring report containing information on fraudulent cases
that come to light and action taken thereon are to be submitted to the Authority
in the prescribed format under as per below categories and frequencies;

SL | Particular of | Frequency Format
Reports

1 |Details of actual | within 3 weeks of the | Annexure-I
and suspected | detection of fraud
fraud (FMR 1)

2 | Details of | every year within 30 days of | Annexure-II
outstanding fraud | the close of the financial
cases (FMR 2) year

3 | Details of closed | every year within 30 days of | Annexure-III
fraud cases (FMR 3) | the close of the financial

year

11. Reports to the Board of the entity:

The entities under NPS architecture to ensure that all frauds are reported promptly to
its Board. Such reports should, among other things, take note of the failure on the part
of the concerned officials and controlling authorities, and give details of action initiated
against the officials responsible for the fraud.

12. Delays in Reporting of Frauds

The entities under NPS architecture should ensure that the reporting system is suitably
streamlined so that delays in reporting of frauds, and submission of delayed and
incomplete fraud reports are avoided. The entities under NPS architecture must fix staff
accountability in respect of delays in reporting fraud cases to the Authority.
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CHAPTER-VIII-ANNEXURES
Annexure-I- FRAUD MONITORING REPORT-1 (FMR 1)
Details of actual and susp ected fraud

Name of the Office/ Branch

(b) Branch type
(©) Place
(d) District

(@)

State

Name of the Subscriber

(b)

Permanent Retirement Account
Number (PRAN)/Application
No.

©

Area of operation where the
fraud has occurred

Nature of Fraud

Whether the computer is used
in committing the fraud?

The total amount involved (in
Rs.)

(d)

Date of occurrence

Date of Detection

Reasons for delay, if any, in
detecting the fraud

Brief history

Modus operandi

Emp‘lvo“yee / Staff

(Yes/No)

Subscriber

(Yes/No)

Outsiders

Whether internal inspection/
audit was conducted during
the period between the date of
the first occurrence of the fraud
and its detection?

(Yes/No)

(b) If yes, why the fraud could not
have been detected during such
an inspection/audit?

(©) What action has been taken for

non-detection of the fraud
during such inspection/audit
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the reasons therefor

Whether

any internal
investigation has  been/is
proposed to be conducted

(a) Whether any complaint has | (Yes/No)
been lodged with the
Police/CBI?

(b) If yes, name of office/ branch of
CBI/ Police

Q) Date of reference

(d) The present position of the case

(e) Date of completion of
Police/CBI investigation

63) Date of submission of the
investigation report by
Police/CBI

(g) If not reported to Police/CBlI,

(Yes/No)

If yes, the date of completion

Whether any departmental
enquiry has been/is proposed
to be conducted

(Yes/No)

If yes, give details as per the
format given below:

If not, reasons therefor

Total amount recovered

Amount recovered
/parties concerned

From other sources

Extent of loss

Amount written off

Format for Staff-side action

N | Na | Design | Whether | Dat | Date of | Date of | Dat | Punis | Details
0. | me |ation suspende | e of | commenc | comple | e of | h- of
' d/Dt. of | issu | ement of | tion of | issu | ment | prosecu
suspensi | e of | the inquir |e of | awar | tion/
on char | domestic |y fina | ded | convicti
ge | inquiry 1 on/
she ord acquitta
et ers 1, ete.
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Annexure-II- FRAUD MONITORING REPORT-2 (FMR 2)
(Details of outstanding fraud cases)

Statistical details: (unresolved cases as of the end of the year)

Name of entity:
Report for the year ending :
Part1
Frauds Outstanding
51. No.| Descriptio Unresolved Cases| New cases | Cases closed | Unresolved
n of Fraud at the beginning of| detected during | during the | Cases at the
the year the year year end of the
year
No. [ Amount No. Amount | No. | Amount | No. | Amount
involved involved involved involve
d
Total
PartII

Sl. No. Description of No. of Cases Amount involved
Fraud
Total
Part ITI
Preventive and Corrective steps taken during the year
SL.No. Description of the fraud Preventive/Corrective

action taken
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Part IV
Cases Reported to Law Enforcement Agencies
SL | Description | Unresolved | New cases Cases Unresolved
No. Cases at the | reported closed cases at the
beginning of | during the | duringthe | end of the
the year year year year
No. |Rs.in| No. | Rs. | No. | Rs. No. | Rs.in
lakh in in lakh
lakh lakh
1 Cases
reported to
Police
2 Cases
reported to
CBI
3 Cases
reported
to
Other
agencies
(specify)
Total
CERTIFICATION

Certified that the details given above are correct and complete to the best of my
knowledge and belief and nothing has been concealed or suppressed.

Date:

Place:
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Annexure-III- FRAUD MONITORING REPORT-3 (FMR 3)
(Details of closed fraud cases)

Fraud Cases closed during the year:

Name of the Entity:

Report for the year:
SL | Basis of closing a case Number of
No. cases

closed#

1. | The fraud cases pending with CBI/Police/Court were finally
disposed of

The _examination of staff accountability has been completed.
The amount involved in the fraud has been recovered.

The amount paid back to the affected subscriber.

The entity has reviewed the systems and procedures; identified the
causative factors; has plugged the lacunae; and the portion has
been taken note of by the appropriate authority of the entity
(Board, Committee thereof)

6 The entity is pursuing vigorously CBI for the final disposal of
pending fraud cases, and staff side action is completed.

The entity is vigorously following up with the police authorities
and/ or court for final disposal of fraud cases

7 | Fraud cases where:

SN

The investigation is on or challan/ charge sheet not filed in the
Court for more than three years from the date of filing of the First
Information Report (FIR) by the CBI/Police; or

Trial in the courts, after filing of charge sheet/challan by CBI /
Police has not started or is in progress

CERTIFICATION

Certified that the details given above are correct and complete to the best of my
knowledge and belief and nothing has been concealed or suppressed.

Date:
Place:

Signed/-
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Note: # Closure of Fraud Cases:

For reporting purposes, the entity should report only such cases as closed where the
actions as stated below are complete:

The fraud cases pending with CBI/Police/ Court are finally disposed of.

The examination of staff accountability has been completed

The amount of fraud has been recovered.

The entity has reviewed the systems and procedures, identified the causative
factors, and plugged the lacunae and the fact of which has been taken note of by
the appropriate authority (Board / Audit Committee of the Board)

Ll NS

Entities should also pursue vigorously with CBI for final disposal of pending fraud
cases especially where the entities have completed the staff side action. Similarl s
entities may vigorously follow- up with the police authorities and/or court for final
disposal of fraud cases and/or court for final disposal of fraud cases.
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1.1. 3 feRmiadell & doe e fafaumses ik erg wiftester (eadiow §3aer
& AT NEErET # Qb R gaer & v wRan) R, 2023 &

- HATH | ST STTeT|

12 Rfadyr e Afr Rfawws it e siveor wfofgs, 2013
("IUEARET IFTATHATH 2013") Y URT 14 F 3990 TR BFe aw F
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H ITRIOT Y T T STEeT
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